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US NORTHCOM issued Travel Advisory 

for Mexico 
 

Please ensure widest dissemination possible of 
the message below. 

 
USNORTHCOM TRAVEL ADVISORY 11-
031 reports increased violence in the state of 
Guerrero and Acapulco, Mexico.  Even though it 
is not off-limits, USNORTHCOM strongly 
recommends that all non-official travel to 
Guerrero State, including Acapulco, be deferred 
until such time that the risk returns to an 
acceptable level. However, if planning a visit to 
these locations, follow the USARNORTH 
advisory recommendations depicted in 
paragraph 6.A through 6.C.  
 
6. a. per the most recent state department 
Mexico travel warning, tourists should exercise 
extreme caution when traveling in the 
northwestern part of Guerrero state. Personnel  

 
 
 
 
 
 
should not take the dangerous and isolated road 
through ciudad Altamirano to the beach resorts 
of Ixtapa and Zihuatanejo. 
 
6. b. Use public transportation only during 
daylight hours and only by first-class 
conveyance (if offered).  Buses on toll roads 
have experienced a markedly lower rate of 
incidents than buses (second- and third-class) 
that travel the less secure "free" highways.  The 
embassy advises caution when traveling by bus 
from Acapulco toward Ixtapa or Huatulco where 
armed robberies of entire busloads of passengers 
have been reported. 
 
6. c. It is recommended to stay within the resort 
compound and not visit establishments 
frequented by local populace and located outside 
of the main tourist areas. 
 
Attached you will find further information on 
the Travel Advisory! 
 

 
 
Safety and Security Measures you should 

know when traveling! 
 

Familiarize yourself with local laws and 
customs: 

 
In the areas you plan to travel. You are 
expected to obey their laws, which may 
include dress standards, photography 
restrictions, telecommunication restrictions, 
curfews, etc. 
 

Plan your wardrobe:  
 

So that it does not offend the locals, 
nor draw unwanted attention to yourself. 
Americans are perceived as wealthy and are 
targeted for pick pocketing and other crimes.  
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Do not wear expensive-looking jewelry and 
avoid wearing American team sports shirts or 
baseball caps that might indicate you are an 
American. 
 
Make copies of your passport, airplane 
ticket, driver’s license, and credit cards  
that you take with you. Keep one copy at home; 
carry a second copy with you but separate from 
the originals. This will help speed the 
replacement process if they are lost or stolen. 
 
Do not take unnecessary identification or 
credit cards in case they are stolen. Take only 
what is necessary. Obtain traveler’s checks if 
needed. 
 
Establish points of contact for your family to 
contact and for your foreign hosts to contact in 
the event of an emergency. Register your trip 
with the State Department. Obtain the phone 
number and address for the US Embassy or 
Consulate in the country(s) you plan to visit. 
 
Take any necessary medications with you 
in their original containers and keep them in 
your carry-on luggage (not checked baggage) 
during the flight. Verify you have adequate 
medical insurance. 
 
Obtain specific pre-travel country risk 
Assessments  for the country(s) you plan to 
visit from your security officer, the State 
Department, and/or the FBI. There may be 
specific issues you should be aware of and 
prepare for that will ensure your safety and 
peace of mind. 
 

Visit www.osac.gov: 
 

Smart travel enrollment program 
 

http://www.state.gov/travel/ 
 

International Travel Warnings 
http://travel.state.gov/travel/cis_pa_tw/tw/

tw_1764.html 
 

For security news and reports for the country(s) 
you plan to visit. 
 

 
Sanitize your laptop, telephone, & PDA, if 
traveling with these items prior to travel 
and ensure no sensitive contact, research, 
or personal data is on them. Back-up all 
information you take and leave that at 
home. If feasible, use a “clean” laptop, 
phone and a new email account while 
traveling.  Or - If you can do without the 
device, do not take it! 

 
Please review attached measures.  Although 
these measures talk of business travel it 
also covers personnel and family travel.  
The tips apply to all travelers! 
 
 
 
What are some of the things to look for in 
identifying suspicious mail or package? 

 
What to Look For 

What constitutes a suspicious package? Here are 
some things worth noticing:  

• Excessive postage or tape  

• Sent from a foreign country, especially if rare 
for you  

• An odd or unknown sender  

• Misspelled words  

• Markings such as “personal” or “do not X-ray”  

• Powder or unusual substance  

• Oily stains, discoloration, or evidence of 
crystallization  

• Odd odor  




Review your system access with your company’s 
Information Security Officer.  Access that is not 
accounted for should be investigated. 


It is not uncommon for foreigners to contact you 
after your return.  The FBI may be able to help you 
determine if these contacts pose any risk to you or 
your company.


Change all your passwords including your voicemail 
and check electronic devices for malware.  


Report any unusual circumstances or noteworthy 
incidents to your security officer and to the FBI.  
Notifying the FBI will help ensure that future travel 
advisories take into consideration the circumstances 
and incidents you encountered. 


Safety and Security 
for the Business Professional Traveling Abroad


 Overseas Security Advisory Council: www.osac.gov


You or your firm may 
be a target of a foreign 


country’s efforts to 
obtain information or 
technologies in order 


to increase their market 
share, build their 


economies, or modernize 
their militaries. Targeting 
methods include luggage 


searches, extensive 
questioning, and 


unnecessary inspection 
and downloading of 


information from 
laptop computers.  


Beware that your 
conversations may not be 
private or secure. Unlike 
the United States, most other 
countries do not have legal 
restrictions against technical 
surveillance. Most foreign 
security services have various 
means of screening incoming 
visitors to identify persons of 
potential intelligence interest.  


They also have well established contacts with hotels 
and common hosts that can assist in various forms 
of monitoring you. Electronic eavesdropping has 
been reported on airlines, in hotel rooms, taxis, and 
meeting rooms.


Business and government travelers have reported 
their hotel rooms and belongings were searched 
while they were away. Sometimes there was no effort 
to conceal the search. 


Do not leave electronic devices unattended. Do 
not transport them (or anything valuable) in your 
checked baggage.  Shield passwords from view.  
Avoid Wi-Fi networks if you can. In some countries 
they are controlled by security services; in all cases 
they are insecure.  


Clear your Internet browser after each use: delete 
history files, caches, cookies, and temporary internet files. 


If your phone or laptop is stolen, report it 
immediately to the local US Embassy or Consulate. 


Do not use non-company computers to log 
into your company’s network.  Always consider 
any information conveyed through a non-company 
computer to be compromised, even if encrypted. 


Cyber criminals from numerous countries buy and sell 
stolen financial information including credit card data 
and login credentials (user names and passwords).


Do not allow foreign electronic storage devices to 
be connected to your computer or phone.  They 
may contain malware or automatically copy your 
stored electronic data. Do not use thumb drives given 
to you – they may be compromised.


In most countries, you have no expectation 
of privacy in Internet cafes, hotels, airplanes, 
offices, or public spaces.  All information you send 
electronically can be intercepted, especially wireless 
communications. If information might be valuable to 
another government, company or group, you should 
assume that it will be intercepted and retained.  
Security services and criminals can track your 
movements using your mobile phone and can turn on 
the microphone in your device even when you think it 
is turned off.  


During the Beijing Olympics, hotels were required to 
install software so law enforcement could monitor 
the Internet activity of hotel guests. 


Beware of “phishing.” Foreign security services and 
criminals are adept at pretending to be someone you 
trust in order to obtain personal or sensitive information.


Additional travel security tips and country threat assessments are available from the FBI upon request.


Good security habits will help protect you and your company.


“The willingness of US scientists and scholars to engage 
in academic exchange make US travelers particularly 
vulnerable not only to standard electronic monitoring 


devices—installed in hotel rooms or conference centers—
but also to simple approaches by foreigners trained 


to ask the right questions.”  –AnnuAl RepoRt to CongRess on 
FoReign eConomiC ColleCtion And industRiAl espionAge, 2003.


Business travelers 
should take measures 


to ensure not only 
the safety and 


security of themselves 
but also their 


business information 
while traveling 


outside the 
United States.  


U.S. Department of Justice
Federal Bureau of Investigation


During Your Stay


Upon Your Return


Your local FBI office #:


www.fbi.gov







Corporate espionage is an increasingly serious 
threat for a business traveler.  The perpetrator 
may be a competitor, opportunist, or foreign 
intelligence officer.  In many countries, domestic 
corporations collect competitive intelligence 
with the help and support of their government.  
To mitigate this risk, your organization’s critical 
information and technologies should not reside 
on any hard copy or electronic device you take 
unless it is absolutely necessary, and if so, then 
you must safeguard the physical access to the 
information by using encryption and keeping the 
material on your person at all times.  Hotel safes 
are not adequate protection. 


Center for Disease Control for Travelers’ Health: www.cdc.gov


Before You Go


State Department’s travel website: www.state.gov/travel


During Your Stay
Protect your passport!  Theft of American tourist 
passports is on the rise.  It is recommended that you 
carry your passport in a front pants pocket or in a 
pouch hidden in your clothes, and that it remain with 
you at all times.  Some hotels require you to leave it 
at the desk during your stay and they may use it to 
register you with the local police--a routine policy. Ask 
for a receipt and be sure to retrieve your passport 
before continuing your trip. If your passport is lost or 
stolen, report the situation immediately to the nearest 
US Embassy or Consulate.


Be courteous and cooperative when processing 
through customs.  Do not leave your bags 
unattended.  Stay alert. 


Use authorized taxis.  You could be overcharged, 
robbed or kidnapped when using “gypsy” taxis. 


Do not invite strangers into your room.  


Avoid traveling alone, especially after dark. Be 
conscious of your surroundings and avoid areas you 
believe may put your personal safety at risk.  Be wary 
of street vendors and innocent-looking youngsters. 
While one person has your attention, another might 
be picking your pocket. 


Do not carry large amounts of cash. 
Always deal with reputable currency 
exchange officials or you run the risk of 
receiving counterfeit currency.  Keep a 
record of your financial transactions. 


Beware that theft from sleeping compartments on 
trains is common.


Do not leave drinks unattended – someone could 
slip a drug into it that causes amnesia and sleep. 


Avoid long waits in lobbies and terminals, if 
possible.  These areas may harbor pickpockets, 
thieves, and violent offenders.  Laptop theft is 
especially common in airports.


At the airport, a thief preceded a traveler through a 
security checkpoint. After the traveler placed his 
laptop computer on the x-ray machine conveyer belt, 
a second thief set off the metal detector causing a 
delay. The first thief then stole the traveler’s laptop 
after it passed through the x-ray machine. 


If you are arrested for any reason, ask to notify the 
nearest US Embassy or Consulate.  


Beware of new acquaintances who probe for 
information about you or who attempt to get you 
involved in what could become a compromising situation. 


Avoid civil disturbances and obey local laws.  If 
you come upon a demonstration or rally, be careful; in 
the confusion you could be arrested or detained even 
though you are a bystander.  Be mindful that in many 
countries, it is prohibited to speak derogatorily of the 
government and its leaders. It may be illegal to take 
photographs of train stations, government buildings, 
religious symbols, and military installations. 


Avoid any actions that are illegal, improper or 
indiscreet.  Avoid offers of sexual companionship; it 
may lead to a room raid, photography, and blackmail.   
Do not attempt to keep up with your hosts in social 
drinking. Do not engage in black market activities. Do 
not sell your possessions. Do not bring in or purchase 
illegal drugs or pornography.  Do not seek out political 
or religious dissidents.  Do not accept packages or 
letters for delivery to another location.


An American was given a letter by a man he had never 
met.  He tried to return the letter but the man ran away.  
That evening national security officers visited the 
American and admonished him for taking the letter. 


Keep a low profile and shun publicity.  Do not 
discuss personal or business information with local 
news media and be careful what type of information 
you share with foreigners.  They may have been 
directed to obtain information in order to exploit you or 
your company.  Politely redirect the topic.  The FBI can 
provide tips on how to recognize deceitful elicitations.


Evade criminals and terrorists by being aware 
of your surroundings and alert to the possibility of 
surveillance.  Take mental notes of anyone following 
you and promptly report it to the appropriate security 
officials and/or the US Embassy or Consulate.  In 
general, criminals will strike when their target seems 
most lax about his/her security. If anyone grabs you, 
make a scene—yell, kick and try to get away!  If you 
are kidnapped, remain alert and establish a program 
of mental and physical activity for yourself; try to 
remain calm and non-threatening.  


Do not gossip about character flaws, financial 
problems, emotional relationships, or other difficulties 
of your fellow Americans or yourself.  This information 
is eagerly sought by those who want to exploit you or 
your fellow travelers. 


Critical business information may include:
wCustomer data


wEmployee data


wVendor information


wPricing strategies


wProprietary formulas 
and processes


wTechnical components 
and plans


wCorporate strategies


wCorporate financial data


wPhone directories


wComputer access 
protocols 


wComputer network 
design


wAcquisition strategies


wMarketing strategies


wInvestment data


wNegotiation strategies


wPasswords (computer, 
phone, accounts)


Familiarize yourself with local laws and customs 
in the areas you plan to travel.  You are expected to 
obey their laws, which may include dress standards, 
photography restrictions, telecommunication 
restrictions, curfews, etc. 


Plan your wardrobe so that 
it does not offend the locals, 
nor draw unwanted attention 
to yourself.  Americans are 
perceived as wealthy and are 
targeted for pick pocketing 
and other crimes.  Do not wear 
expensive-looking jewelry and 


avoid wearing American team sports shirts or baseball 
caps that might indicate you are an American. 


Make copies of your passport, airplane ticket, 
driver’s license, and credit cards that you take with 
you.  Keep one copy at home; carry a second copy with 
you but separate from the originals. This will help speed 
the replacement process if they are lost or stolen. 


Do not take unnecessary identification or credit 
cards in case they are stolen.  Take only what is 
necessary.  Obtain traveler’s checks if needed.


Establish points of contact for your family to contact 
and for your foreign hosts to contact in the event 
of an emergency.  Register your trip with the State 
Department.  Obtain the phone number and address 
for the US Embassy or Consulate in the country(s) 
you plan to visit.


Take any necessary medications with you in their 
original containers and keep them in your carry-on 
luggage (not checked baggage) during the flight.  
Verify you have adequate medical insurance. 


Obtain specific pre-travel country risk 
assessments for the country(s) you plan to visit from 
your security officer, the State Department, and/or 
the FBI.  There may be specific issues you should be 
aware of and prepare for that will ensure your safety 
and peace of mind.


Visit www.osac.gov for security news and reports for 
the country(s) you plan to visit.


Sanitize your laptop, telephone, & 
PDA, prior to travel and ensure no 
sensitive contact, research, or personal 
data is on them.  Back-up all information 
you take and leave that at home. If 
feasible, use a “clean” laptop, phone and 


a new email account while traveling.  Or If you can 
do without the device, Do Not Take It!


Cell phones can be hacked to steal contact lists, 
usernames, passwords, and browser history.


Use up-to-date protections for antivirus, spyware, 
security patches, and firewalls. 


Clean out your voice mail. When you access your 
messages, the pass code may become compromised 
and others may then retrieve your messages. 





jose.colon14
File Attachment
FBI_businesstravelbrochure[1].pdf
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• Addressed to a title, or using an incorrect title 
for a person  

• Lopsided or uneven appearance  

• Protruding Wires  

Identifying suspicious letter /package 
 
 

 
 

How to Respond 

If you suspect a letter or package contains a 
bomb, or biological, chemical or radiological 
threat:  

• Stop. Don’t open, handle, shake, taste or smell.  

• Isolate the area immediately; keep children and 
others away.  

• Call PMO 718-630-4456.  

• Activate your emergency plan.  

• Notify a supervisor.  

• Wash your hands with soap and water.  

Resources 

• Brooklyn, NY Office of Homeland Security 
and Preparedness 718-840-1000 

• United States Postal Inspection Service 877-
876-2455  

https://postalinspectors.uspis.gov/   

• Federal Emergency Management Agency  

http://www.ready.gov/business/plan/index.html  

 

 

What Should I do if I Receive an Anthrax 
Threat by Mail? 

 Do not handle the mail piece or package 
suspected of contamination.  

 Make sure that damaged or suspicious 
packages are isolated and the immediate area 
cordoned off.  

 Ensure that all persons who have 
touched the mail piece washes their hands with 
soap and water.  

 Notify your local law enforcement 
authorities.  

 List all persons who have touched the 
letter and/or envelope. Include contact 
information and have this information available 
for the authorities.  

 Place all items worn when in contact 
with the suspected mail piece in plastic bags and 
have them available for law enforcement agents.  

 As soon as practical, shower with soap 
and water.  

 Notify the PMO 718-630-4456 
immediately. 

 
Implications for New York City based on 

package incidents in Maryland 
 

 New York City remains a major target 

for terrorist groups and individual domestic 
terrorists. 

 Explosive and incendiary devices 




Response 
Checklist
Suspicious Packages and Mail


U.S. Department of Homeland Security
Offi ce of Security


Phone:  (202) 447-5010
E-mail:  Offi ceofSecurity@dhs.gov


Characteristics of a
Suspicious Package


Always remain aware!  
Look for the anomalies:  


Rigid or bulky


Lopsided or uneven


Wrapped in string


Badly written or misspelled labels


Generic or incorrect titles


Excessive postage


No postage


Foreign writing, postage, or 
     return address


Missing, nonsensical, or unknown 
     return address


Leaks, stains, powders, or 
     protruding materials


Ticking, vibration, or other sound


•


•


•


•


•


•


•


•


•


•


•







Leave the mail piece or substance 
where it was found. Do not disturb. Do 
not try to clean up the substance.


Clear the immediate area of all persons 
and keep others away.


Instruct people in the immediate area 
to wash hands and other exposed skin 
with soap and water.


Direct these people to a designated 
area away from the substance to await 
further instruction.


List the names of the persons in the 
immediate area of the mail piece or 
substance.


Cordon off the immediate area.


Shut down all equipment in the 
immediate area and HVAC systems 
(heating, ventilation, and air 
conditioning).


If possible without disturbing the mail 
piece or substance, document:


Location of mail piece or substance:


1.


2.


3.


4.


5.


6.


7.


8.


CHECKLIST OF ACTIONS TO TAKE
Description of substance:


Description of mail piece (markings, 
labels, declarations, postage):


Addressee’s name and address:


Mailer’s name and address:


9. Contact and pass information to the 
appropriate agency. A list of Contacts in 
Case of Emergency is provided at right.


10. Take actions and make appropriate 
notifi cations as directed or as published 
in your local emergency plan.


Contacts in Case of 
EMERGENCY


FEDERALLY LEASED OR OWNED FACILITIES  
Life-threatening Emergencies


 Dial 911 & follow your building’s procedures, then: 


  Notify the Federal Protective Service (FPS)
National Toll Free Number: 
1-877-4FPS-411   (1-877-437-7411) 


Non-Life-threatening Emergencies
Security Issues
 Contact local building security management        


representative, then call:


 Federal Protective Service (FPS) 
National Toll Free Number: 
1-877-4FPS-411   (1-877-437-7411) 


NEBRASKA AVENUE COMPLEX PROCEDURES
Medical Emergencies


 Dial 911, then call:


 NAC Security Desk
Phone: (202) 282-9700


Non-Life-threatening Emergencies


 NAC Security Desk
Phone: (202) 282-9700


NON-FEDERAL BUILDINGS
 Dial 911 or follow your building’s procedures.
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concealed as packages have been used in the 
past by international and domestic terrorists 
and anarchists in attacks against civilians 
and government personnel.  

 Mailroom personnel, especially those 

working in government offices, should 
remain vigilant and keep an eye out for 
unusual activity and suspicious packages.  

 
 

What is OPSEC? 
 

The information that is used against us 
often is not classified; it is information that is 
openly available to anyone who knows where to 
look and what to ask. 

 
 OPSEC is a tool that our adversaries 
believe in and one that we in the U.S. 
Government need to understand and integrate 
into our daily routines. Our work is information, 
and not all of it is classified. What we don’t 
always realize is how much we are giving away 
by our predictable behavior, casual 
conversations, routine acquisitions and Internet 
information. We must be careful of what we are 
revealing-failure to do so could provide our 
adversaries with the information they need to 
execute additional terrorist acts. 
 

What are OPSEC indicators? 
 

 What do people observe about your 
schedule? 

 What do you do when you go to 
work?  

 What are you revealing by your 
predictable routines and the way you 
do business?  

 These are indicators. OPSEC helps 
people identify the indicators that are 
giving away information about 
missions, activities, and operations. 

 Please review attached Homeland 
Security trifold for further 
information on Operational Security. 

 
 

 
 
 

 
 

 

ANTITERRORISM TRAINING WEBSITE 

Antiterrorism Level I training can be found in 
the website located below.  This is an annual 
requirement and must be completed by all 
installation, (Military, Civilian, Contractors and 
all New In-coming Personnel).  Dependants 
may also take the training for AT awareness 
to include children ages 14 and above! 

https://atlevel1.dtic.mil/at/ 

 

The Wolf is on the prowl and waiting for the 
right opportunity! 

 

 




OPSEC is a tool that our adversaries believe in 
and one that we in the U.S. Government need 
to understand and integrate into our daily 
routines.  Our work is information, and not 
all of it is classifi ed.  What we don’t always 
realize is how much we are giving away by 
our predictable behavior, casual conversations, 
routine acquisitions and Internet information.  
We must be careful of what we are revealing 
- failure to do so could provide our adversaries 
with the information they need to execute 
additional terrorist acts.


What can I do to help thwart 
any future attempts to harm 
the U.S.?
We can all incorporate OPSEC into our everyday 
work routine.  Practicing operations security 
will help you accomplish your goals.  When 
you do something, ask yourself, “What could 
an adversary glean from the knowledge of this 
activity?  Is it revealing information about what 
we do and how we do it?”  It is helpful to view 
yourself and what you’re doing as an adversary 
would.  For example, what can be gained by 
observing your actions or reading what you 
place on a web site?


What are OPSEC indicators?
What do people observe about your schedule?  
What do you do when you go to work?  What 
are you revealing by your predictable routines 
and the way you do business?  These are 
indicators.  OPSEC helps people identify the 
indicators that are giving away information 
about missions, activities, and operations.


What is OPSEC?
Operations Security (OPSEC) is an analytical 
process used to deny an adversary information 
- generally unclassifi ed - about our intentions 
and capabilities by identifying, controlling, 
and protecting indicators associated with 
our planning process or operations.  OPSEC 
does not replace other security disciplines - it 
supplements them.


OPSEC - A New Mindset
Our attention to security must change now.  The 
events of September 11, 2001, proved there is 
a demonstrated and known threat.  How many 
times have we heard that terrorism is a threat?  
But, most of us thought it could only happen 
elsewhere - not in America.


Unfortunately, we have suffered other terrorist 
attacks in recent years - such as the Oklahoma 
City and USS Cole attacks.  In these cases, the 
adversaries were successful because they knew 
our vulnerabilities.  Americans at large provided 
much of what was used against us.  The only 
thing our enemies brought to the table was 
their personal agenda and their resolve.


As Federal employees, we are the representatives 
of the people.  The American people trust 
us to do our jobs and keep them safe.  The 
mishandling of information can put everything 
at risk and cost the lives of many Americans.


Why is it important to learn 
about OPSEC?
The information that is used against us often is 
not classifi ed; it is information that is openly 
available to anyone who knows where to look 
and what to ask.


Who is the adversary?
Let’s not focus strictly on terrorists right now.  
Remember that there are other adversaries 
- for example, foreign intelligence services 
that continue to collect information on us that 
could be used to hurt us in the future.  We 
sometimes only focus on what just happened 
- but it is a certainty that our adversaries will 
continually look for and fi nd any weak links.


What are the capabilities of 
the adversary?  
We can never underestimate the capabilities or 
strength of conviction of terrorists or any other 
adversary.  Nothing is more dangerous than 
people who are willing to die for a cause.


What is the risk?
Everything we do involves risk.  The application 
of the OPSEC process develops effective 
countermeasures to help us accomplish our 
missions by analyzing and minimizing the risk.


Our enemy took us by surprise and the country 
will never be the same.  To bring the enemy 
to justice, we need to maintain the element 
of surprise.  Every aspect of our operations 
is more sensitive than ever before.  We must 
rededicate ourselves to our mission and our 
country to help ensure that it does not happen 
again.  Security must be incorporated into 
every aspect of our jobs.  If we are not vigilant 
in protecting critical information, it will 
happen again.  The future of America depends 
on changing the way we look at security.  
OPSEC can make the difference.  It is essential 
that it be understood and incorporated into 
everything we do.
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Identify Your Critical Information


What do you want to protect?  
Why do you want to protect it?  
Is it governed by a regulatory requirement?  


Can it be defi ned as sensitive but unclassifi ed?
Examples of potential critical information:


Travel itineraries
Operations planning information
Employee addresses
Employee phone lists
Budget information
Entry/Exit security procedures


•
•
•
•
•
•


The OPSEC Process


Who wants the sensitive information?  
Is there more than one adversary?  
What is their objective?  


What will they do to get to your sensitive 
information?
What methods will they use to get it?
There are 2 elements of threat:


Intent
Capability


•
•


Analyze the Threat


Analyze the Vulnerabilities


How is your information vulnerable?  
How is it protected or not protected?  


Or, is it properly protected?  
Examples of vulnerabilities:


Critical information posted on the     
Internet
Non-secure communications


•


•


Is the risk great enough to do something 
about the threat?


How would the loss of sensitive data affect your 
operations?
What would be the cost of losing sensitive 
information?
Risk is determined by analyzing 3 factors:


Threat
Vulnerability
Impact


•
•
•


Assess the Risk


Develop and Apply Countermeasures


What countermeasures will block access to 
your information?  Adopt measures specifi c 
to your operation.


Examples of countermeasures:


Limit web page access
Shred sensitive hard copy
Sanitize bulletin boards
Monitor public conversations
Do not use e-mail to discuss sensitive 
operations
Training and awareness


•
•
•
•
•


•


What OPSEC 
Means to You
Offi ce of Security
Operations Security (OPSEC) Program


Department of Homeland Security
Offi ce of Security


Phone:  (202) 447-5010
E-mail:  Offi ceofSecurity@dhs.gov
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http://www.security.state.ny.us/ 

This is why we must always remain aware 
and vigilant of our surroundings: we 
must protect our future. 

 
 

 
 

 
SEE SOMETHING – SAY SOMETHING 

 
http://www.security.state.ny.us/ 

TELEPHONE SECURITY  

- Post-emergency numbers on the telephone and 
pre-program phone numbers where possible.  

- Military Police/Security Forces: 1-718-630-
4456 

- Local Police: __________ 

- Fire Department: ____________ 

- Hospital: ____________ 

- Ambulance: ____________ 

Antiterrorism Officer-DPTMS / 718-630-4288 

USAG-Fort Hamilton   (Vigilance is the Key to 
Success) 


